Reactive Cross-Check

1

Dietmar Schütz

Siemens AG

ZT SE 1 dietmar.schuetz@mchp.siemens.de

T he Reactive Cross-Check architectural pattern applies to interactive software system s which enable a hum an operator to supervise and control a potentially harm ful real process and therefore m ust guarantee the correctness of all status inform ation displayed. Bycross-check ing com puted results against duplicated com ponents, the Reactive Cross-Check provides safetythrough an "alm ost certain" detection of falsification of collected and visualized data.

An interactive application acts as a m an-m achine-interface on top of a potentially harm ful process. Inherent in the process is a potential danger to expensive equipm ent, the environm ent, or hum an life. T he set of com m ands to operate the process is (or can be) divided into two disjoint subsets: normal operations yield high safetybyusing build-in constraints, whereas exceptional operations are less restrictive and therefore potentiallyunsafe.

Signal boxes ( US: switch towers ) for railroad traffic are verysafe, especiallywhen following the Germ an Railwaystandards. Under norm al operation, theynever ever set a signal to "green" until the line ahead is clear. T heydo not perm it entrance to a section which is alreadyoccupied byanother train, or block ed bya m aintenance gang.

Special circum stances require to bypass this high safetylevel however, such as shunting ( US: switching ) or to tow a brok en engine. In this case, the responsibilityfor safetyis passed from the switch tower to a hum an operator. W hen entering the corresponding, safetycritical com m and, the hum an operator has to relyon the correctness of status inform ation displayed bythe operating console. T his accuracy is essential for proper judgem ent of the situation and input to additional m easures, such as instructing the engine driver or warning the gang. Under such circum stances, every"fallen" bit can lead to disastrous consequences.

T he feasibilityto launch safetycritical com m ands without using the build-in safety constraints causes a shift of responsibilityfrom the control system via it´s displayto

1 © Siemens AG 1998, all rights reseverd; permission is granted to EuroPLoP to make copies for conference use.

Context

Example

Problem the operator. Although a falsified display, originated for exam ple bya transient m em oryfailure, is veryunlik ely, the probabilityof an error and the resulting risk is too high to be tak en. How can the risk be reduced to an acceptable level?

T he following forces influence the solution:

· T here are m anydifferent sources for potential errors, such as hardware or network defects as well as occasional m em oryor transm ission failures. T hese error sources are too various to be treated separately. T he solution should be general, covering the whole path of inform ation from its initial acquisition to its final visualization, and ideallywork even in cases not thought about.

· Explicit polling of process data usuallyinitiates a general update ; fetching single attribute values is rarelysupported. In addition, requesting process data from external sources (field hardware etc.) should not be done frequentlydue to sm all com m unication bandwidth.

· Since the rem aining risk cannot be elim inated com pletely, the probabilityof an undetected error should be scaleable.

If you can’t tak e the risk , reduce the probability. T herefore, tak e the following actions to achieve an ^alm ost certain~ detection of falsifications.

Build a sem anticallyequal ~shadow~ system which acts as a reference for com parisons. T o this end, duplicate/replicate all involved com puters where data is stored, evaluated or displayed. Both system parts (original as well as reference) are fed with data from one save source, but are strictlyseparated from each other regarding the flow of process data and inform ation derived from it.

In reaction to a safetycritical com m and entered bythe hum an operator, run a cross-check in advance: instruct the reference system to displaythe sam e view as the operating one, and com pare the views byextracting the corresponding im age data from the video buffers and calculating a check sum on them . T hose check sum s should be the sam e.

A check sum m ism atch indicates a falsification of data, and the system state m ust be considered to be unsafe. In conclusion,

Þ Abort the initiated com m and.

Þ Disable all other safetycritical com m ands.

Þ T ak e m easures to achieve a safe system state if necessary.

Þ Initiate a general update to retrieve the correct data (process status and perhaps software) from a safe source and re-evaluate all depending inform ation.

T he process encapsulation provides the interface to the underlying process. It provides two sets of com m ands to affect the process, one with norm al com m ands where safetypurposes are handled bythis com ponent, and som e additional

~special purpose~ com m ands with no safetyguarantees. T his process notifies the original system as well as the shadow system in case of status changes of the underlying process.

Both the original system and the shadow system evaluate process event and k eep track of the process status. T heyuse this data to generate a displayim age which is stored within the video buffer.

Solution

Structure

T he original systems responds to user com m ands. If these com m ands are not supported bythe safetylayer of the process encapsulation, it instructs the shadow system to displaythe sam e view, extracts the im age data from the video buffers, and check s them to be identical before perform ing the com m and.

10010101

01100011

11101010

Vi deo Bu ffer

Data

Code

10010101

01101011

11101010

Vi deo Bu ffer

Data

Code

Process encapsulation, providinganoptional safety layer

ShadowSystem

=?

OriginalSystem

T he im plem entation of Reactive Cross-Check needs four steps which exceed the scope a usual control system .

Implement the access to the video buffer. Since the m em oryon the video card is owned bythe system , special access m ethods are needed. W hen extracting the im age from the video buffer, don´t forget to hide the m ouse cursor!

Implement the checksum procedure. T he best results are achieved with the cyclic redundancycheck (CRC) and generator polynom s which represent prim es. T he

CRC m ethod interprets the com plete input as a (binary) representation of a huge num ber and com putes the check sum as the rem ainder of this num ber and the given ~generator~ value. T his value, usuallya prim e num ber, lim its the accuraryof the check sum .

Implementation

1

2

Synchronization of original and shadow system. Add a control m echanism to the evaluation of process events in order to provide a stepwise execution. W hen a safetycritical com m and is initiated bythe user, the original system suspends the handling of incom ing process events. T he sequence num ber of the last evaluated event is passed to the shadow system , which closes up an pauses itself. If the shadow system is ahead in execution progress, it returns its last event num ber back to the original. T he original advances if necessaryuntil the ~rendezvous~ is m ade.

T he following pseudo-code for this rendezvous interacts with an event processors which provides an interface for controlled, stepwise execution:

pause() stops processing of events;

getLastSeqNr() retrieves the sequence num ber of the last com pleted event;

stepTo() proceeds event processing in single steps to the give sequence num ber; and continue() resum es the execution.

Original system , m ethod runCrossCheck :

Bool runCrossCheck(){ theEventProcessor->pause();//stopprocessingofevents

SeqNr myProgress= theEventProcessor->getLastSeqNr();

ImageChecksum shadowImageCS=0;

SeqNr shadowProgess= theShadowSys()->syncAfter( myProgress, shadowImageCS);

theEventProcessor->stepTo( shadowProgress);

//Rendezvousismade,calculatechecksumandcompare

ImageChecksum imageCS= theVideoBuffer->getChecksum();

theEventProcessor->continue();//resumeeventprocessing return imageCS== shadowImageCS

}

Shadow system , interface m ethod syncAfter :

SeqNr syncAfter( SeqNr orgProgress,

/* out*/ ImageChecksum& imageCS){ theEventProcessor->pause();//stopeventprocessing theEventProcessor->stepTo( orgProgress);

SeqNr hSeqNr= theEventProcessor->getLastSeqNr();

imageCS= theVideoBuffer->getChecksum();

theEventProcessor->continue();//resumeeventprocessing return hSeqNr;

}

T his exam ple code does neither contain error recoverynor tim e constraints and proper tim eout handling.

Checksum comparison. T he sim ple approach would be to com pare the check sum s within the original system (see variants), but this causes a safetyleak , containing the com parison code and the com m and transm ission. T herefore, the com parison should be done bythe process encapsulation hardware in such a waythat after synchronization, both system s send as well the com m and code and the check sum , which m ust m atch to finallyexecute the com m and.

VICOS OC 111 WS , BPS 9000 and SIM IS -W are Siem ens switch tower system s with corresponding operation consoles. T heyare using the Cross-Check patterns to fulfill the safetyrequirem ents given bythe Germ an Railway(Deutsche Bahn, DB) standard "Mü8004", which is k nown as outstandinglyrigorous.

3

4

Know n Uses

T he Reactive Cross-Check pattern can also be applied successfullyto control system software in other dom ains. T here are two com m on cases:

No basic safety layer. T he underlying process is not encapsulated bysafetylayer as given bythe switch tower exam ple. Under this circum stances, the control software m ust im plem ent the check sum com parison itself and the separation as well as different treatm ent of the com m ands. Another useful option is to run a

Reactive Cross-Check in advance of all com m ands.

Autonomous reactions. T he control system autonom ouslyreacts to process events byinitiating autom atic actions. In such case, no displayor video buffer is involved.

Instead, the corresponding status ~im age~ of the affected process elem ents is subject to the com parison.

Before addressing concrete benefits and liabilities of this pattern, som e general notes on ~safetybycom parison~ which are to im ported to be left unsaid.

There is no (nor ever will be) 100% safety. W henever com paring two things which should be identical, there is a (verylow) chance that both parts have been falsified independentlyin a m atter that the error hide each other.

Comparison cannot detect errors which are caused by buggy software. Because both system part run the identical code, software errors will occur on both sides sim ultaneously, and the resulting im ages will show no difference.

T he Reactive Cross-Check pattern provides the following benefits :

Ãlmost certain~detection of falsification. Errors from all possible sources are detected byfocussing on the final im age and com paring it with a reference which should look the sam e.

Always on the safe side. A com plete chain of worst case assum ptions prevents the execution of safety-critical actions not guarded bythe basic safetylayer as soon as even the sm allest doubt arises.

Scalability. T he probabilityof an undetected error is directlyproportional to the accuracyof the check sum derived from the video buffer content. For exam ple, a

64-bit check sum , calculated using the cyclic redundancycheck (CRC) m ethod with a suitable generator polynom ial results in a probabilityof 10 -19 for not detecting an error. Multiplythis with the probabilityof anyerror to occur to calculate the rem aining risk .

T he Reactive Cross-Check pattern also suffers from the following liabilities :

Possibly doubles hardware costs. Im plem enting this pattern can alm ost double the am ount of necessaryhardware. If the original system onlyconsisted of one operating term inal, , everything except the m onitor needs to be replicated. In an environm ent with a ~standbỹ system , m ost of the hardware is alreadythere. Both com puters onlyneed to be equipped with an additional video card for reference purposes. In a m ulti-term inal environm ent, there is usuallya spare com puter which can be used as reference for com parison with no additional hardware costs.

Slows down performance. Using this pattern decreases the overall perform ance of the system , because it requires synchronization of original and shadow system . T he

Variants

Consequences com parison can onlybe successful if both are in the sam e state regarding the processed events.

W orst case overdose. In a chain of worst case assum ptions, a single weak link , for exam ple a non- writable m em orybit, can prevent the system from ever reaching a safe state. In addition, it increases the system load byinitialing loops of general updates.

Expensive recovery. After detecting an error, regaining a safe system state puts additional load on the system , because the data has to be retrieved from a safe source. Usually, this enforces a general update as well as reloading software parts lik e displayroutines and color m aps.

Complex views . T o m ak e this pattern work , for everydangerous com m and there m ust exist at least one view which contains the all of the affected process elem ents in required detail. Usually, this can not be achieved bya zoom able and scrollable

~big picture~. T herefore, m ost im plem entations use a sufficient set of fixed size views, which causes m anyprocess elem ent to occur in m anydifferent views.

Furtherm ore, there m ust be a m apping from process elem ents offering dangerous com m ands to appropriate views.

Stale errors tend to fade. T he longer a data item rem ains unchanged in the system , the bigger is the probabilityfor a second, independent error to occur which prevents the detection of both errors byunfortunatelym ak ing both check sum s the sam e.

Reactive Cross-Check does not include elapsed tim e and therefore can onlydetect

~fresh~ falsifications with the desired reliability. T he tim e problem is addressed by the ~Proactive Cross-Check ~ pattern, which prevents errors from getting stale.

T he ~Master-Slave~ pattern in [POSA96] lists a variant ~Master-Slave for fault tolerance~, which provides the structural duplication used within Cross-Check .

A further refinem ent of this variant is described in the ~Back up~ pattern by Satish

Subram anian and W ei-T ek T sai, published in [PLoPD2].

T he ~Proactive Cross-Check ~ deals with problem s which are caused bylong term storing of data and are not covered bythe Reactive Cross-Check .

[POSA] Buschm ann, Meunier, Rohnert, Stal, Som m erlad;

Pattern-Oriented Software Architecture, A System of Patterns;

W iley1996

[PLoPD2] Vlissides, Coplien, Kerth (Editors);

Pattern Languages of Program Design, Vol. 2;

Addison W esley1995

See Also

References