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Abstract

Wepresentasystemof architecturaldesignpatternsfor theimplementationof flexible,extensible,and
maintainableapplicationtailorednetworkprotocolsoftwarein end-systems.The patternsystemmainly
followsa verticalstructuringapproach.OutsourcedDe-Multiplexingreducescross-talkbetweendifferent
protocolsessions.Data-Path Reificationassuresserviceextensibility andquality of servicecontrol for
protocols. Data Path Partitioning assuresthe re-usabilityof protocolcomponentsandallows for easy
modificationand configuration. Data Path Classificationenablesapplicationand network to flexibly
interactwith a protocolenvironmentwithoutcompromisingtheprotocol’sautonomy.

I . INTRODUCTION

Thepopularityof theInternetleadto many new applicationswith diversifiedcommunication
servicerequirementsthatarenot optimally met by the standardtransportprotocolTCP [1]. A
commontechniqueis thereforeto programnew, applicationtailored,proprietaryprotocolsand
integratethem into the applicationcode. Theseprotocolsoften build upon UDP [2], which
is a lightweight transportprotocolthat only performsdemultiplexing andassuresthata packet
deliveredis not corrupted.

Implementingand testingnew protocolsis reputedto be extremelycumbersomeand time-
intensive,maintenanceandmodificationto bedifficult anderror-prone. We believe thesediffi-
cultiesaremainlydueto thesurprisingfactthatmostprotocolsarestill implementedfromscratch
andin anad-hocmanner. Dividing protocolsoftwareinto fine-grained,re-usable,configurable
componentsis henceaveryobvious(but notalwaystrivial) solutionto reducedevelopmentcosts
andimprove the quality of protocolsoftware. In this paper, we presenta catalogueof design
patternsthat help makeprotocolsoftwaremoreflexible andre-usable.We alsohopeto put a
softwareengineeringspin in a domainthat is often consideredpurely dominatedby efficiency
concerns.

I I . MOTIVATION AND OVERALL CONTEXT

A varietyof distributedapplicationshaverequirementsthatcannotbemetby generalpurpose
protocols(e.g. multicastprotocols,audio-andvideo-streaming,applicationswith partial-order
requirements)andhenceneedto implementtheir own specializedprotocols.Our intentionis to
structureend-to-endcommunicationprotocolsoftwarein a way that it canbe tailoredeasilyto
the needsof the applicationthat usesit. In otherwords,we follow the questionhow to make
end-to-endprotocol implementationsanddesignmoreflexible,easierto adaptand the parts
of it easierto reuseacrossdifferent protocols.

On theonehand,differentapplicationshave diversifiedcommunicationservicerequirements
and thusneeddifferentprotocols;at the otherhand,they mustsharesystemandnetworkre-
sources.The first problemto solve is thereforehow applicationscanbede-coupledfrom each
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otherwhile efficiently makinguseof thecommonresources.We tacklethisaspectin SectionIV
with theOutsourcedDe-Multiplexingpattern.

Theapplications’requirementsevolve over time. Protocolsoftwareshouldthereforebeopen
for addingor removing services.It is furthermoreimportantthateachservicemeetsindividual
QoSrequirements.We tackletheseaspectsin SectionV with theData-PathReificationpattern.

Re-use,configurability, andgranularityof protocolcomponentsareimportantissuesto allow
the rapid developmentandconstructionof new protocols. How fine-grainedstructuringis ap-
plied to protocolsoftwareto assureeasymodification,extension,andautonomyof all protocol
componentsis presentedin SectionVI in theData-PathPartitioning pattern.

Fromtheperspective of andistributedapplicationprogrammertheprogramminginterfaceto
communicationprotocolservicesis of greatimportance. The protocolsoftwareshouldmake
(almost)no assumptionsabouttheapplicationandtheunderlyingnetworkto benot affectedby
any changesof those.We presentin SectionVII theData-Path Classificationpatternto balance
theforcesdescribedabove.

The four patternswe presentform a systemof patternsto structurehigher-level end-to-end
protocolsin a way that new protocolscanbe constructedfrom re-usablemodulesandtailored
easilyto theneedsof anapplication.Theseprotocolsarerun within theapplicationthatusesit
(in contraryto atypicalgeneralpurposeprotocollike TCP, whichis partof theoperationsystem).

Notethatthemodelsandthepseudo-codewedescribeduringthispaperarenot readyfor pro-
duction”prime time”. They serve to improve theunderstandabilityof thepatternswe describe,
ratherthangiving guidancehow to concretelyimplementthem.

II I . A RELATED PATTERN – LAYERS

Thebestknown designpatternfor communicationsprotocolsis theLayerspatterndescribedin
[3]. A layercommunicatesexclusively with its adjacentlayersvia asimpleinterfaceto exchange
messages.In outputdirection,eachlayeraddsits datainformationto thecurrentmessage,which
is usedandremovedby its remotepeerlayer in input direction. A layernormally comprisesa
setof relatedprotocol functions(like a transport-layererror-control, flow-control, congestion-
control).

Layeringis aneasyandwell-understooddesignpatternthatlocalizesdependenciesof different
partsof a systemandallows to exchangeor re-usewhole building blocks. However, thereare
alsoanumberof problemsassociatedwith layering:� streamsynchronization:layeredprotocolsdonotallow for qualityof servicedifferentiationfor
differentstreams.This is dueto thefact thatall streamsof layer � aremultiplexedinto a single
streamat layer ����� .� headeroverhead:this phenomenonarisessincedifferentlayersdo not shareheaderinforma-
tion (e.g. in TCP, acknowledgementsaresharedby errorasfor flow-control; puttingthesetwo
functionsin differentlayerswould resultin redundantinformationto besent)� processingoverhead:a messageis traveling eachlayer of a protocolstack. Whenthe layer
finds out that the messageis not meantfor it, it just forwardsit to its adjacentlayer (chain-of
responsibilitypattern).Thisway, auselessmessagemaybeexaminedseveraltimesbeforeit can
bethrown away.� cascadesof changingbehavior: althoughlayersdependonly on neighbourlayers,modifica-
tionsor changeof behavior of onelayermayinvolve thewholestack.Thatis, layerscannot be
consideredgenerallyindependentcomponents.

Sinceefficiency andusefulnessof layeredsystemsdegradewith thenumberof layers,wecon-
siderlayeringusefulonly asacoarse-grainedstructuringapproachto protocolimplementations.
However, tailoring applicationprotocolsrequiresfine-grainedmodularity. The designpatterns
we describein this paper, can thus be consideredas an alternative to the useof fine-grained
layeringor assolutionsto theproblemof how to structureacoarse-grainedlayeritself.
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Fig. 1. DesignPatternRelationships

In Figure1, you canseea mapthat depictsthe relationshipsamongthe designpatternswe
describe.The mapalsoincludesthe Layerspatternto illustratehow layeringis relatedto the
designpatternswe will describe.

IV. PATTERN: OUTSOURCED DE-MULTIPLEXING

A. Context

New distributedapplicationsneedprotocolsthataretailoredto their communicationrequire-
ments.

B. Problem

Which architectureis best-suitedto allow protocolsto betailoredto theneedsof its applica-
tion?How canflexibility andqualityof servicecontrolof aprotocolbemaximized?

C. Forces
� differentapplicationsmustoftensharenetworkresources� differentapplicationshave differentservicerequirementsresultingin differentprotocols� multiplexing couplesstreamsof differentprotocols� de-multiplexing is performanceintensive,but unavoidable
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D. Solution

Integrateaprotocolsessioninto a singleobject,which replacesthenotionof aprotocolstack,
anddelegateall de-multiplexing to a lower layer.

Environment
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appData()

Anchor
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netData()
demultiplex()

0..*

+uses

0..*

(a)Classdiagram
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Registration

New Network−Data

(b) Dynamics

Fig. 2. OutsourcedDe-Multiplexing

Envir onment: Instancesof this classrepresentprotocolsessions.An environmentreplaces
thenotionof a protocolstackbut, in contraryto a protocolstack,it doesnot layer, but integrate
all protocolfunctions(includinga state-machine).It providesdemultiplexing information,but
doesnotperformdemultiplexing itself.

Anchor-Layer: Thiscomponentcanbeconsideredasaprotocollayer, theonly taskof which
is de-multiplexing. It thereforemaintainsa list of all active environmentsand the associated
de-multiplex information.

Therearemainly two variantsto apply this pattern. Firstly, the anchor-layer canbe run in
userspaceandmaintainsobjectreferencesof all active environments.In thatcase,eachactive
environmentmustberegisteredwith its de-multiplex information.Theanchor-layerobtainsdata
from a transportserviceaccesspoint (like a UDP socket),looks in eachpacketanddecidesto
whichenvironmentobjectthepacketis forwarded.Thisvariantis necessarywhentheunderlying
transportprotocoldoesnot performde-multiplexing or whenseveralenvironmentswould share
onetransportserviceaccesspoint.

The secondvariant is basedupon lower layer de-multiplexing (e.g. TCP, UDP, IP). In this
case,thekernelprotocolstackactsasanchor-layer, which de-multiplexesincomingdatato the
specifiedsocketbasedontheportnumber. Eachenvironmentis associatedwith its own transport
socket,from whereit getsdirectly its data.Thisvariantis notonly simplersinceit avoidsimple-
mentingtheanchorlayer, but alsopromisesbetterlatency sincekernelprocessingis prioritized
andhighly optimized.

E. Discussion

Besidestheadvantageof reducingcross-talkbetweenflowsof differentapplications,thispat-
ternsimplifiestheprotocolto be implementedby puttingcomplexity into theanchorlayer. The
patternthereforeis particularly useful and efficient when de-multiplexing is delegatedto the
operatingsystem.

As a drawbackthis patternincreasesthe useof logical resources(i.e. sessionstateobjects)
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public class Anchor {
/** a dynamic list of all environments registered */
Vector allRegisteredEnv=new Vector();
/** a dynamic list of all demultiplex information of the environments */
Vector allDemuxInfos=new Vector();
...

/** registration of a new environment */
public synchronized void register(Environment env) {

//check if de-multiplex information is unambigous
if (isOK(env.demuxInfo)) {
allRegisteredEnv.addElement(env);
allDemuxInfos.addElement(env.demuxInfo);

}
}
/** deregistration an environment */
public synchronized void deregister(Environment env) {

int idx=allRegisteredEnv.indexOf(env);
if (idx>=0) {//is the environment to be removed really registered?
allRegisteredEnv.removeElementAt(idx);
allDemuxInfos.removeElementAt(idx);

}
}
/** arrival of data from the network */
public void netData(byte[] data) {

Environment target=demultiplex(data);
if (target!=null)
target.netData(data);

}
/** internal method to demultiplex data to the right environment */
private Environment demultiplex(byte[] data) {

for (int i=0; i<allRegisteredEnv.size(); i++) { //linear check - space for optimization
DemuxInfo currentDemux=(DemuxInfo)allDemuxInfos.elementAt(i);
if (currentDemux.matchesWith(data))

return (Environment)allRegisteredEnv.elementAt(i);
}
return null;

}
/** checks if the demultiplex information is unambigous */
private boolean isOK(DemuxInfo di) {
...

}
...

}

Fig. 3. PseudoCodefor Anchor

comparedto a strictly layeredmodel, wherelower layer protocol sessionsare sharedamong
applications.

Whencross-talkbetweenflowsof differentapplicationsisnecessary(like anintegratedcongestion-
managerfor all flowsof asystem)thispatternmayrathercomplicatethensimplify thedesignof
thewholesystem.

F. KnownUses

Roca[4] modifiedaTCP/IPstackwithin theStreams[5] environmentin theBSDUnix kernel
toconcentratede-multiplexingjustontopof thenetworkdrivers.Hedemonstratedaperformance
speed-up,moreflexibility andsimplicity comparedwith layeredde-multiplexing.

Rütsche[6] portedakernelTCP/IPimplementationintouser-spacethatdelegatesde-multiplexing
to theunderlyingATM adapterto allow bettercontrolover protocolprocessingto guaranteethe
QoSof thenetworkeddata.

Braun[7] implementeda userspaceversionof TCP, which letsde-multiplexing residein the
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kernelto increaseflexibility withoutunnecessarilycompromisingperformance.
TheJChannelsenvironment[8] implementsOutsourcedDe-Multiplexing to de-coupleappli-

cationprotocolsrunningin thesameJavaVirtual Machine.

G. ResultingContext

The OutsourcedDe-Multiplexing patterndoesnot give a solution to the problemhow and
by whoma new environmentinstanceis createdandhow theenvironmentis notifiedaboutthe
arrival of networkdata.Theseproblemsarerelatedratherto communication-systemdesignthan
to protocoldesign.Wethereforereferencetheinterestedreaderto asetof communicationdesign
patternsdevelopedin the ACE environment[9] like Acceptor/Connectoror Reactor. What we
call Environmentwouldbea ConcreteServiceHandlerin theAcceptor/Connectorpattern.

V. PATTERN: DATA PATH REIFICATION

A. Context

While OutsourcedDe-Multiplexingreducescross-talkbetweenflowsof differentprotocolses-
sionsandallows for application-specificquality of service,it doesnot tackletheproblemhow
theprotocolitself shouldbestructuredto beflexible, extensible,andconfigurableenoughto be
tailoredto theapplicationsneeds.

B. Problem

How shouldcommunicationprotocolsoftwarebestructuredto allow for tailoringto theneeds
of its application,i.e. how canit beimplementedefficiently but beingopenfor extensions?

C. Forces
	 applicationsexpectdifferentqualityof servicesfrom protocols	 applicationrequirementsevolve over time andnew servicesmustbeforeseento beintegrated
later	 applicationshavehighrequirementswith regardto latency andthroughput	 the thread-modelof a protocol is a very importantdesignissuein termsof efficiency and
programmingcomfort;unfortunately, onedoesnotalwaysknow which is thebestbeforeimple-
mentinga prototype(andthenit maybea lot of work to change)

D. Solution

Cutaprotocolinto verticalslicesthatreify all data-pathsthroughaprotocolstack.
OrderType: anordertype representsa data-paththrougha protocol,i.e. all operationsand

datamanipulationsnecessaryto processapieceof data.
Order: anorderis theruntimerepresentationof anorder-type,i.e. it performstheexecution

of a data-pathwith concretedata. The relationbetweenorder-type andorder is similar to the
relationbetweencodeanda runningprogram.

Envir onment: theenvironmentrepresentsa protocolsession(seeabove). It consistsof a set
of order-typeobjectsandprovidesinterfacesfor incomingdata(eitherfrom thenetworkor the
application).Beforeanordercanbeexecuted,incomingdatamustbemappedto theright order-
type.While for applicationdatathiscanbedoneeasilyby theapplicationitself (seepatternData
Path Classificationbelow), networkdatamustbemappedto its order-typebasedoninformation
carriedby themessage.Theenvironmentdelegatesthis taskto a mappingobject(seebelow). It
theninitializesandexecutesthecreatedorderobjects.
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Fig. 4. DataPathReification

Mapping Strategy: amappingstrategy objectmaintainsreferencesto all possibleorder-types
andmapsnetworkdatato order-types.Typically, this is doneby assigningan identifierto each
orderandby looking for this identifier in eachpacket.If only oneordertype is supported,the
mappingstrategy simplyneedsto returnthisordertype.

E. Dynamics

Datacomingfromthenetworkisgivento theenvironmentviaEnvironment.netData().
Theenvironmentthendeterminesthecorrespondingorder-typeobjectviaMappingStrategy.map().
It createsanew orderobjectviaOrderType.createOrder() andexecutesit viaOrder.execute().
For applicationdata,theapplicationcandirectlydeterminetheorderto beexecutedwhencalling
Environment.appData() andhencenomappingvia themapping-strategy is needed.

F. Discussion

Data Path Reificationallows for highly efficient protocol implementationssinceit supports
andintegratesasetof high-performanceprotocolimplementationtechniqueslike ILP [10], fast-
pathprocessing,discardof unnecessarywork, or by-passingof needlessfunctions.

It furthermoremakesthedynamicsof a protocolvisibleandthusallowsto easilyandflexibly
mapordersto threads,to associatepriorities,andto optimizescheduling.Eachordertypecould
implementits own thread,couldusethreadsfrom thread-pools,or delegateprocessingto asingle
systemthread.

New servicescanbeaddedin form of new orders,whichdonot interferewith alreadyexisting
services,which makesprotocolshighly extensible,flexible andallows for differentQoSwithin
oneprotocolsession.

However, Data Path Reificationdoesnot inherentlysupportmodularity andre-usabilityof
protocolcomponents,particularlylayeringof completeprotocolsis ratherdifficult.

Furthermore,difficultiesmayarisewhena protocolto beimplementedis exposedto compat-
ibility constraintsthat do not matchvery well with the vertical structure(e.g. TCP consistsof
severaldatapaths,but asinglemessageheader).

G. KnownUses

A datapathis afundamentalandnaturalabstractionandusedin many differentcontexts. Busi-
nessorganizationsarestructuredalongwork-flows,plansarestructuredalongrelatedactivities,
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public class Environment {
/** the demultiplex information of the environment */
DemuxInfo demuxInfo;
/** the mapping strategy */
MappingStrategy mapStrat;
/** array of order-types */
OrderType[] myOrderType;
...

/** parses and processes data from the network */
public void netData(byte[] data) {

OrderType currentOrderType=mapStrat.map(data);
if (currentOrderType!=null) {

Order newOrder=currentOrderType.createOrder(data);
newOrder.execute();

}
}
/** parses and processes data from the application */
public void appData(OrderType ot, Object[] data) {

Order newOrder=ot.createOrder(data);
newOrder.execute();

}
...

}

public interface MappingStrategy {
OrderType map();

}

public class SimpleMapping implements MappingStrategy {
/** array of all order-types */
private OrderType[] allOrderTypes;

/** maps data to an order by inspecting the first byte of the data */
public OrderType map(byte[] data) {

return allOrderTypes[data[0]];
}

}

Fig. 5. PseudoCodefor EnvironmentandMappingStrategy

the TV programis structuredin channelswith differentemissions.In the context of computer
systems,the ideaof groupingrelatedtasksthat shareresourcescomesin variousshapes.The
conceptof concurrency [11], [12], which is appliedin all modernoperatingsystems(e.g. BSD
UNIX [13]), abstractstheexecutionof applicationsasprocesses. The threadconcept[?], [14],
[15] allows to structureapplicationprocessesalongrelatedtasks. Modernlanguageslike Java
[16] giveexplicit languagesupportfor threadsandconcurrency issuesto enhancetheproductivity
of development.

TheScoutoperatingsystem[17] is built aroundthenotionof a pathasa fundamentalstruc-
turing technique.Main motivationwereefficiency concernsandthe integrationof several OS
mechanismsinto a unifiedinfrastructure.

MostTCPversionsusea techniquecalledheaderprediction[18] to mapincomingdatato the
mostcommondatapathlike payload-processingor acknowledgment-processing.Thesesocalled
fastpathshave beenoptimizedto speedupperformance.

IntegratedLayer Processing(first mentionedin [10]) promotesthe integrationof inter-layer
datamanipulationsto reduceCPU cyclesdueto lessdatatouching,moreregistercachingand
reducedloops.An implementationof this techniquehasbeendonein [19].
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H. Relatedpatterns

The relation of order-type and order follows the Type-Objectpattern[20]. We useit here
insteadof theprototypepatternto separatestaticanddynamicproperties.

Data Path Reificationcanbeconsidereda refinementof OutsourcedDe-Multiplexing: while
thelatterpromotestheisolationof datastreamsof differentprotocolsessions,theformerassures
isolationof datastreamswithin a protocolsession.

Ordersmaybeimplementedfollowing theActive-Objectpattern[21]. That is, theOrderType
objectmaintainsa queueto storerequestsfor new ordersanda singleOrder object,and im-
plementsa thread,which readsrequestsfrom the queue,givesthe datato its order-object,and
triggersexecution.

I. ResultingContext

To reducethe networkload, the packetsproducedby differentordersmay be collectedand
sentinto a singlepacket.This patternhasbeenidentifiedanddescribedin [22]. An exampleare
RTP compoundpackets[23].

VI. PATTERN: DATA PATH PARTITIONING

A. Context

While Data Path Reificationvertically structuresprotocolsand makesthem extensiblefor
new services,wholeordersarehardlyre-usableandchangingthemwouldstill requireexpensive
modifications.

B. Problem

How to maximizedecouplingof variableprotocolcomponentssuchasprotocolprocessingand
datarepresentation,while providingafine-grainedstructureatthesametimetoassureflexibility?

C. Forces

 performanceandefficiency mustbecarefully tradedoff: fine-grainedstructuringis necessary
to beflexible but mayresultin overhead
 implementingnew protocolsrequiresa lot of testing,experimentingandruntimemodification
 themessageheadermaybeobjectof change,too
 protocolfunctionsareheterogeneous,they reachfrom simpledata-manipulationsup to com-
plex interactionswith otherfunctions
 re-usabilityrequiresindependentmodules;but protocolfunctionsoftenlargely dependon pa-
rametersprovidedby otherprotocolfunctions
 messageprocessingmay result in producingand processingnew messages(which thread
shoulddothat?)

D. Solution

Partitiondata-pathsinto adata-representationpartandafunctional-part.Bothpartsaredivided
in small,configurablecomponents.Thedatapartencapsulatepropertiesof messageheaders,the
functionalpartis horizontallyslicedinto elementaryoperations.

Entry-Type: encapsulatesa header-field type(e.g.a sequence-number, a checksum-value,or
a time-stamp).Entry typesareusedto createEntry objects,i.e. theruntimerepresentationof an
EntryTypeobject(seebelow). An EntryTypecanbeconfiguredinitializableand/orvisible. All
runtimeentriesof initializableentry-typesarefilled with datafrom eitherapplicationor network
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beforeprocessing.All runtimeentriesof visible entry-typesaredeliveredto theapplicationor
sentvia thenetworkafterprocessing.

Entry : is theruntime-representationof anentry-type.It providesmethodsto parseraw data
andtransformit into typedvariables(usedwhenthecorrespondingentry-typeis initializable)and
methodsto transformtypedvariablesinto anbytearray(usedwhenthecorrespondingentry-type
is visible).

Worker : encapsulatesa protocoloperation(e.g.sequencing,checksumming,round-trip-time
measurement).In contraryto alayer, aworkerencapsulateseitheranoutputor aninputfunction.
Anotherdifferencewith alayeris thataworkerdoesnotoperateoncompletemessages,but only
onentryobjects.Hence,it doesnot haveany knowledgeaboutthemessageformatanddoesnot
needto performany parsingor messagemanipulations.

Order-Type: reifiesadatapathof a protocolby registeringall functionalsteps(setof worker
objects),the dataheaderformat (setof entry-typeobjects),andthe relationbetweenboth (i.e.
which entry-typeservesasa parameterfor which worker). It providesa methodto createnew
orderobjects.

Order: anorderobjectdelegatesparsingto its entryobjectsandthencallsall its workerswith
their specifiedparameterentries.

E. Dynamics

We distinguishthreephasesin the dynamicsof this pattern. In the registration phasethe
applicationregistersall workersand entry-typesat the correspondingorder-type objectsvia
OrderType.register() andconfiguresthem.Thisphaserepresentstheprotocolconstruc-
tion.

In the initialization phase, theprotocolenvironmenthasdetermineda specialorder-typeob-
ject for a pieceof dataandcreatesa new orderobjectvia OrderType.createOrder(). It
theninitializes the orderobjectwith the pieceof datacalling Order.initialize(). The
orderobjectcreatesnew entryobjectsusingEntryType.create() andgivesthedatato all
thoseentryobjectsthatareinitializablevia Entry.fill(). Eachentryobjectthentakesout
andrepresentsthedatathatis meantfor it.

In theexecutionphase, theprotocolenvironmentcallstheOrder.execute()method.The
orderobjectcallsall its workerswith theircorrespondingentry-objectviaWorker.call(). A
workermayobtainandmanipulatetheentryobjectsviaEntry.getValue() andEntry.setValue().
After processing,all entriesconfiguredvisiblearesentor delivered.

F. Knownuses

In the context of businessprocesses(e.g.a client ordersan article by telephone),a worker
correspondsto acertaintask(e.g.talkingwith theclient,fetchingthearticlefrom thestore,pack
thearticle,preparingthebill, sendingthearticle)andentriescorrespondto informationneeded
during executionof the tasks(e.g.client number, name,address,article number, etc.). In the
context of operatingsystems,a workerentity correspondsto a task,anentry correspondsto a
resource.

Therelationbetweenworkerandentry-typealsocorrespondsto therelationbetweenthefun-
damentalabstractionsof functionorientedlanguagesfunctionandparametertype. Both usepa-
rameterizationto provide re-useandshareinformationwith otherworkers/functions. A worker
therebyreifiesa function,anentryreifiesaparameter. Theideais thesame:decouplea function
from its context andthusimprove its re-usability.

Dividing protocolsin small functionalunitshasfirst beenproposed,implemented,andeval-
uatedby [24] basedon TCP/IP. The result is a systemthat breaksup layersandstructuresa
protocolstackinto a high numberof fine-grainedpartly re-usablemicro-protocolsthatarecon-
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public class OrderType {
/** dynamic list of workers */
Vector workerList=new Vector();
/** dynamic list of entries */
Vector entryTypeList=new Vector();
/** array of entry-types */
Vector parameterList=new Vector();

/** registration of workers and entry types */
public void register(Worker w, EntryType e) {

int workerIndex=workerList.indexOf(w);
if (workerIndex==-1) {//worker not yet registered
workerList.addElement(w);
parameterList.addElement(new Vector());
workerIndex=workerList.size();
}

}
int entryIndex=entryList.indexOf(e);
if (entryIndex==-1) {//entry-type not yet registered
entryTypeList.addElement(e);
entryIndex=entryTypeList.size();

}
((Vector)parameterList.elementAt(i)).addElement(new Integer(workerIndex));

}

/** creation of new orders using byte arrays */
public Order createOrder(byte[] data) {
Order newOrder=new Order();
newOrder.workerList=workerList;
newOrder.entryTypeList=entryTypeList;
newOrder.parameterList=parameterList;
newOrder.initialize(data);
return newOrder;

}

/** creation of new orders using objects */
public Order createOrder(Object[] data) {
Order newOrder=new Order();
newOrder.workerList=workerList;
newOrder.entryTypeList=entryTypeList;
newOrder.parameterList=parameterList;
newOrder.initialize(data);
return newOrder;

}

}

Fig. 6. PseudoCodefor OrderType

nectedvia so calledvirtual protocolsthat encapsulateIF functions. Micro-protocolsarevery
similar to workers.

Plagemannetal. [25] allow flexible compositionof protocolmodulesby providing themwith
metainformationaboutthe relevant fields and their position in the dataheader. This idea is
similar to entriesandhasbeenimplementedin theDaCaPoframework.

RenessedevelopedaProtocolAccelerator[26] thatignoreslayerboundariesto let layersshare
messageheaderdata.

G. RelatedPatterns

Data Path Partitioning is tightly coupledto Data Path Reificationand intentsto solve the
problemsof verticalstructuring.However, it maybeappliedalsoto simplelayeredstacks.

Like OrderTypeandOrder, alsoEntryTypeandEntry follow theType-Objectpatternto sepa-
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public class Order {
/** list with all workers (obtained by OrderType object) */
Vector workerList;
/** list with all entry-types (obtained by OrderType object) */
Vector entryTypeList;
/** list with all parameter relations (obtained by OrderType object) */
Vector parameterList;
/** list with all entries */
Vector entryList=new Vector();

/** creates new entry objects and fills them with a byte array */
public void initialize(byte[] data) {

int startByte=0;
for (int i=0; i<entryTypeList.size(); i++) {

EntryType et=(EntryType)entryTypeList.elementAt(i);
Entry newEntry=et.createEntry();
entryList.addElement(newEntry);
startByte+=newEntry.fill(startByte,data);

}
}
/** creates new entry objects and fills them with an object */
public initialize(Object[] data) {

int counter=0;
for (int i=0; i<entryTypeList.size(); i++) {

EntryType et=(EntryType)entryTypeList.elementAt(i);
Entry newEntry=et.createEntry();
entryList.addElement(newEntry);
if (newEntry.initializable==true)
newEntry.setValue(data[counter++]);

}
}
/** calls all workers with their corresponding parameter entry objects */
public execute() {

for (int i=0; i<workerList.size(); i++) {
Worker currentWorker=(Worker)workerList.elementAt(i);
Vector paramPerWorker=(Vector)parameterList.elementAt(i);
Entry[] paramEntries=new Entry[paramPerWorker.size()];
//build parameters
for (int j=0; i<parameters.size(); i++) {
int idx=((Integer)parameterList.elementAt(j)).intValue();
paramEntries[j]=(Entry)entryList.elementAt(idx);

}
currentWorker.call(paramEntries);

}
}

...

}

Fig. 7. PseudoCodefor Order

ratestaticanddynamicdimensionsof headerfields.
A workeris similar to acommandin theCommandpattern[27]. Environmentscanbeconsid-

eredasmanagersfrom theManagerpattern[28].
ThepatternConfigurableSystem[29] describesanoverallarchitecturethatcorrespondsto the

way we proposeto implementprotocol systems.Data Path Partitioning can be considereda
way to designconfigurabilityfor ConfigurableSystemin theparticularareaof protocolsystem
design.

Thedata-flow architecturepattern[30] alsopromotesdividing dataprocessinginto functional
steps,but doesnot tackletheproblemof how differentmodulescansharethesamedata.
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public abstract class EntryType {
/** indicates if entry-type is used for initialization */
boolean initializable;
/** indicates if entry-type is used by application/network */
boolean visible;
/** creation of a new entry */
Entry createEntry();

}

public abstract class Entry {
/** indicates if entry-type is used for initialization */
boolean initializable;
/** indicates if entry-type is used by application/network */
boolean visible;
/** byte-array representation */
byte[] myData;
/** object representation */
Object myObject;

/** take bytes from an array and represent them as an object */
int fill(int start, byte[] data);
/** transform the object into an byte-array */
byte[] serialize();
/** allows to access the object */
void setValue(Object o) {myObject=o;}
Object getValue() {return myObject;}

}

public class IntegerEntryType extends EntryType {
/** indicates how many bytes are used to represent an integer */
int nrBytes;

/** creates a new IntegerEntry and initializes it */
public Entry createEntry() {

IntegerEntry newEntry=new IntegerEntry();
newEntry.initializable=initializable;
newEntry.visible=visible;
newEntry.nrBytes=nrBytes;
return newEntry;

}
}

public class IntegerEntry extends Entry {
/** indicates how many bytes are used to represent an integer */
int nrBytes;

/** takes bytes from an array and represents them as an Integer */
public fill(int s, byte[] data) {

if (initializable==false)
return 0;

//copy ’nrBytes’ bytes into the array ’myData’
System.arraycopy(data,s,myData,0,nrBytes);
//transform the ’nrBytes’ bytes starting at position ’s’ into an Integer
...//byte[] data -> Object myObject
return nrBytes; //return the number of bytes "taken"

}

/** transforms the Integer into an byte array of length ’nrBytes’
public byte[] serialize() {

if (visible==false)
return new byte[0];

//transform the object of myObject into an byte-array
byte[] data=...//Object myObject -> byte[]
return data;

}

}

Fig. 8. PseudoCodefor anEntry/EntryTypeimplementation
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Entry
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0..*+uses 0..*
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(a)Classdiagram

OrderType1 Order1 EntryType1 Entry1 Worker1Environment

register(Worker1, EntryType1)

createOrder(byte[])
creates

initialize(byte[])
createEntry( )

fill(byte[])

execute( )
call(Entry1)

getValue( )

registration

initialization

execution

(b) Dynamics

Fig. 9. DataPathPartitioning

H. Discussion

Data Path Partitioning ensuresautonomyandthusre-usabilityof entry andworkercompo-
nents. It de-couplesprotocolfunctions,messageparsingfrom messageprocessing,andinput-
from outputprocessing.

In contraryto thelayeredmodel,protocolfunctionscansharedataeasily.
At the otherhand,this patternalso introducesa processingoverheaddueto modularization

andcommunicationamongthevariouscomponents.A largenumberof objectsalsoincreasethe
memoryfootprintof fine-grainedstructuredprotocolsystems.Flexibility andefficiency mustbe
carefullytraded-off whenapplyingData-PathPartitioning.

I. Resultingcontext

While DataPathPartitioningprovideshighautonomyandfine-granularityof theparticipating
protocolcomponentsalongthedata-path,it doesnotprovideany solutionfor thecommunication
of workersthatbelongto differentorders.Theproblemof communicationbetweenautonomous
componentis not specificto protocol implementationand is addressedmainly in the context
of component-basedprogramming.Oneway to let workerscommunicatecontrol-information
would be to usethe observer pattern[27]. The communicationprotocolis therebydefinedby
eventtypes.Componentbuildertoolscouldgenerateevent-adaptersto providefull independence
of components.Eskelin[31] proposesausefulsetof componentinteractionpatterns.

Experimentswith a component-basedprotocol framework [32] showedus that relationsbe-
tweenthevariouscomponentsin theData Path Partitioning patterncanbeclassifiedinto three
groups:in notification-relationswhereoneworkernotifiesanotheroneabouta certainevent, in
shared-value-relationswhereoneworkeris writing to a statethatis readby anotherworker, and
in new-order-relationswhereoneworkersignalstherequestof anew orderto beexecuted.Here
maybepotentialof identifyingprotocolcomponentinteractionpatterns.

Anothersubjectnot addressedby theData Path Partitioning patternis how to integratemod-
ulesin theenvironmentthatarenot in adatapath,e.g.periodicaltableupdates,timers,manage-
mentfunctions.
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VII. PATTERN: DATA PATH CLASSIFICATION

A. Context

While thethreepresentedpatternsassureextensibility, re-usability, andflexibility of protocol
components,they arenotconcernedabouthow theprotocolinteractswith theunderlyingnetwork
andtheapplicationthatusesit.

B. Problem

How shoulda protocolinteractwith theunderlyingnetworkandtheapplicationwithout any
knowledgeaboutapplicationor networksemantics?How canthisbedoneaccordingto avertical
structure?

C. Forces
� theflexibility of a protocolfrom theperspectiveof theapplicationis mainlydeterminedby its
interfaces� therearemany differentwaysapplicationsmaylike to communicatewith a protocol� networkinterfacesaregenerallycomplicatedandplatformdependent

D. Solution

Classifyordersaccordingto their interactionwith applicationandnetworkby extendingthe
OrderTypeandtheOrderclassandprovide eachandprovide eachclassifiedorder-typewith an
interfaceobjectandtheneededinformationto interactwith application/network.

OrderType

class

Direction Interface Attrib utes

Acceptance Output FromApplication Write AccessPointfor theapplication

Delivery Input To Application ReadAccessPointfor theapplication

Emission Output To Network OutputPortNumber

Reception Input FromNetwork MappingInformation,InputPortNumber

TABLE I

CLASSIFIED ORDERS

Acceptance(/-Type): areordersthatstartprocessingafteranapplicationrequest.
Emission(/-Type): areordersthatsenddatavia thenetworkafterprocessing.EachEmission-

Typeobjecthencemaintainsa referenceto a networkhandle(SAP, seebelow), which it givesto
all its createdEmissionobjectsfor sending.

Delivery(/-Type): areordersarewhich deliver datato theapplicationafterprocessing.Each
DeliveryTypeobjecthencemaintainsa referenceto anapplicationinterface(ReadAPI,seebe-
low), which it givesto all its createdDeliveryobjects.

Reception(/-Type): areordersthatstartprocessinguponreceptionof datafrom thenetwork.
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SAP: wrapperto a network resourcehandle(e.g. TCP-Socket,Datagram-Socket)to hide
networkspecificsfrom the protocol. Eachemission-typespecifieson which SAP numberit
sends.

WriteAPI : definesa write interfacefor the application.A protocolcontainsasmany write-
APIs asacceptance-types.EachWriteAPI objectmaintainsa referenceto anAcceptanceType
object. When the applicationwantsto insert datainto the protocol, it gives it to the wished
WriteAPI andthusautomaticallyspecifiestheacceptanceorderto beprocessed.

ReadAPI: definesa readinterfacefor theapplication.EachDeliveryTypeobjectmaintainsa
referenceto aReadAPIobjectandgivesit to its Deliveryobjects,whichcall theReadAPIshook
methodto deliver its processeddata.

Notethatthedifferenttypesof ordersmaybecombined:anordermaybeacceptedandemitted
(outputorder)or receivedanddelivered(inputorder).Ordersthatdo not interfacewith applica-
tion or networkarecalledinternal orders; thosearecreatedduringtheexecutionof otherorders.
An overview of theclassificationof orderscanbeseenin TableI.

OrderType

createOrder()

AcceptanceType

createOrder()

WriteAPI

accept()

1+notifies 1

ReceptionType

createOrder()

Environent

appData()
netData()

1..*+notifies 1..*

Order

execute()

Acceptance

execute()

Reception

execute()

DeliveryType

createOrder()

ReadAPI

deliver()
readFrom()

11

Delivery

execute()

1+notifies 1

EmissionType

createOrder()

SAP

emit()
receive()
close()

11

Emission

execute()

1+notifies 1

Fig. 10. Classdiagramof DataPathClassification

E. Dynamics

Accept: Theapplicationgivesdatatooneof its WriteAPIobjectsbycallingWriteAPI.accept().
TheWriteAPI objectcalls theAcceptanceType.createOrder() of its AcceptanceType
objectto createa new Acceptanceobjectandexecutesit callingAcceptance.execute().
As avariant,theWriteAPI coulddelegateacceptance-requeststo theenvironmentinsteadof cre-
atingandexecutinganemissionordersitself. Thiswouldhavetheadvantagethattheenvironment
servesasacentralinstancethatcontrolsall orderrequestsandexecutions.

Deliver: Deliveryordersarecreatedandexecutedeitheruponthereceptionof networkdataor
by anotherorder. TheDeliveryTypeobjectsgiveall theDeliveryobjectsthey createareferenceto
a ReadAPIobject. Within theDelivery.execute() methodtheReadAPI.deliver()
methodis calledto handout the processeddata,whereit is eitherwritten to a queueor better
directlyusedby theapplication.

Receive:Theenvironmentreceivesdatafrom thenetwork,mapsit to theright ReceptionType
object, createsa new Receptionobject via ReceptionType.createOrder() and starts
processingvia Reception.execute().

Emit: Emissionordersarecreatedandexecutedeitherupon the acceptanceof application
dataor by anotherorder. The EmissionTypeobjectsgive all the Emissionobjectsthey create
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public interface WriteAPI {
void accept(byte[] data);

}

public class StandardWriteAPI implements WriteAPI {
/** order-type associated with this interface */
OrderType myOrderType;
/** environment */
Environment muyEnv;

/** constructor */
public void StandardInterface(OrderType o, Environment e) {
myOrderType=o;
myEnv=e;

}
/** gives the accept-request to the environment specifying the order-type */
void accept(Object[] data) {

myEnv.accept(myOrderType,data);
}

}

public interface ReadAPI {
void deliver(byte[] data);

}

public class QueuingReadAPI {
/** a queue storing all delivered data chunks */
private Vector queue=new Vector();

/** called by the executing delivery-order */
public void deliver(Object[] data) {

queue.addElement(data);
}

/** method to read data from the queue */
public Object[] readFrom() {

Object[] o=(Object[])queue.firstElement();
queue.removeElementAt(0);
return o;

}

}

Fig. 11. PseudoCodefor theInterfaces

a referenceto a SAPobject. Within theEmission.execute() methodtheSAP.emit()
methodis called,which thensendthedatato thenetwork.

F. KnownUses

Nearlyall protocolframeworksfollow thenotionof inputandoutputdirectionandtheclassifi-
cationof protocolinterfacesevenwhentheconcretenamesareverydifferent.Eachlayerwithin
theX-Kernel[33] providesthemethodsxPushTo (emit),xPushFrom(receive),xPopTo (deliver)
andxPopFrom(accept).

Streams[5] usesthenotionsuserwrite (accept),userread(deliver),deviceout (emit),device
in (receive).

Hüni [34] equipseachof hisconduitswith two bi-directionalinterfaces.
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public class Delivery extends Order {
/** reference to a read api */
ReadAPI myReadAPI;
/** number of entry-types that are configured visible */
int nrDeliveryEntries;
...
/** after execution the data is given to the read-API */
public void execute() {

super.execute();
Object[] delivery=new Object[nrDeliveryEntries];
for (int i=0; i<delivery.length; i++) {

delivery[i]=((Entry)entryList.elementAt(i)).getValue();
}
myReadAPI.deliver(delivery);

}
}

public class Emission extends Order {
/** reference to the SAP */
SAP mySAP;
/** number of entry-types that are configured visible */
int nrEmissionEntries;
...
/** after execution the data is transformed into an byte array and sent */
public void execute() {

super.execute();
byte[] emission=new byte[];
for (int i=0; i<nrDeliveryEntries) {

byte[] toAdd=((Entry)entryList.elementAt(i)).serialize();
emission=ByteArithmetic.append(emission,toAdd);//helper class to append

}
mySAP.send(emission);

}

Fig. 12. PseudoCodefor DeliveryandEmission

G. RelatedPatterns

Thispatternusesthewell knownAdapterpatterntode-coupletheunderlyingnetworkresource
handle(SAP) from the protocol,the Observer patternto allow the applicationinterfacesto be
notifiedaboutnew data,andtheBridgepattern(all in [27]) to achieve flexibility by separating
interfaceandimplementation,i.e. Write/ReadAPIsandAcceptanceType/DeliveryType.

VII I . SUMMARY

We presenteda systemof architecturalpatternsthat allow to maximizeflexibility and re-
usabilityof applicationtailoredend-to-endprotocols.Themainideabehindis to introduceverti-
calstructuringinsteadof fine-grainedlayering.All patternshavesuccessfullybeenimplemented
in aJava framework [32]. Figure15 illustratesthecompletearchitecture.

Weshortlyresumehow thegoalsabove areachieved:� Thestreamsof differentprotocolsessionsaredecoupled(OutsourcedDe-Multiplexing)� A protocolcanbeextendedby new serviceswithout interferingwith existing services(Data
Path Reification)� A functionalunit doesnotneedto know aboutwhatneedto bedonenext (DataPathReification
andOutsourcedDe-multiplexing)� A functionalunit doesnotneedany informationaboutwherein themessageits relevantheader
informationcanbefound(Data-PathPartitioning)� Headerrepresentationunitscanbere-usedin any context andareextremelyre-usable(Data-
Path Partitioning)
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 A functionalunit doesnot needto know whereinput informationcomesfrom, whereoutput
informationgoesto, who is handlingtheeventshefires,who fired theeventshe is notifiedof,
andwhichkind of orderhecreatesandwhatis happeningwith thisorder(ComponentInteraction
Patterns) Theprotocoldoesnot needto know anythingabouttheunderlyingnetworkor theapplication
thatusesit (DataPath Classification)

While the describedpatternsystemfocuseson the designof applicationtailoredprotocols,
they mayalsobeconsideredasa way to structureany protocollayer. It shouldbeseenmorea
complementaryratherthananalternativeconceptto layering.
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