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Abstract

We presentsystenof architecturatlesignpatterngor theimplementatiorof flexible, extensible and
maintainableapplicationtailored networkprotocol softwarein end-systemsThe patternsystemmainly
followsa verticalstructuringapproachOutsoucedDe-Multiplexing reducesross-talkbetweerdifferent
protocolsessions.Data-Path Reificationassureserviceextensibility and quality of servicecontrol for
protocols. Data Path Partitioning assureghe re-usabilityof protocolcomponentsand allows for easy
modificationand configuration. Data Path Classificationenablesapplicationand networkto flexibly
interactwith a protocolervironmentwithout compromisinghe protocol’sautonomy

. INTRODUCTION

The popularityof the Internetleadto mary new applicationswith diversifiedcommunication
servicerequirementghat are not optimally met by the standardransportprotocol TCP[1]. A
commontechniqueis thereforeto programnew, applicationtailored, proprietaryprotocolsand
integratethem into the applicationcode. Theseprotocolsoften build upon UDP [2], which
is a lightweighttransportprotocolthat only performsdemultiplexing andassureghat a packet
deliveredis not corrupted.

Implementingand testingnew protocolsis reputedto be extremely cumbersomend time-
intensive, maintenancend modificationto be difficult anderrorprone. We believe thesediffi-
cultiesaremainlydueto thesurprisingfactthatmostprotocolsarestill implementedrom scratch
andin anad-hocmanner Dividing protocolsoftwareinto fine-grainedye-usableconfigurable
componentss henceavery obvious(but notalwaystrivial) solutionto reducedevelopmentosts
andimprove the quality of protocolsoftware. In this paper we presenta catalogueof design
patternsthat help makeprotocol softwaremore flexible andre-usable.We alsohopeto put a
softwareengineeringspinin a domainthatis often consideredurely dominatedby efficiency
concerns.

Il. MOTIVATION AND OVERALL CONTEXT

A varietyof distributedapplicationshave requirementshatcannotbe metby generaburpose
protocols(e.g. multicastprotocols,audio-andvideo-streamingapplicationswith partial-order
requirementsandhenceneedto implementtheir own specializedprotocols.Our intentionis to
structureend-to-enccommunicatiomrotocolsoftwarein a way thatit canbe tailoredeasilyto
the needsof the applicationthat usesit. In otherwords,we follow the questionhow to make
end-to-endprotocolimplementationsand designmoreflexible, easierto adaptand the parts
of it easierto reuseacrossdifferent protocols

Ontheonehand,differentapplicationshave diversifiedcommunicatiorservicerequirements
andthus needdifferent protocols;at the other hand,they mustsharesystemand networkre-
sources.Thefirst problemto solve is thereforehow applicationscanbe de-coupledrom each



otherwhile efficiently makinguseof the commonresourcesWe tacklethis aspecin SectionlV
with the OutsoucedDe-Multiplexing pattern.

Theapplicationsrequirementgvolve over time. Protocolsoftwareshouldthereforebe open
for addingor remawving services.lt is furthermoreimportantthat eachservicemeetsindividual
QoSrequirementsWe tackletheseaspectsn SectionV with the Data-Path Reificationpattern.

Re-usegonfigurability andgranularityof protocolcomponentareimportantissuego allow
the rapid developmentand constructionof new protocols. How fine-grainedstructuringis ap-
plied to protocolsoftwareto assureeasymodification,extension,andautonomyof all protocol
componentss presentedh SectionVI in the Data-Path Partitioning pattern.

Fromthe perspectie of andistributedapplicationprogrammethe programmingnterfaceto
communicatiornprotocol servicesis of greatimportance. The protocol softwareshouldmake
(almost)no assumptiongaboutthe applicationandthe underlyingnetworkto be not affectedby
ary change®f those.We presenin SectionVIl the Data-Path Classificationpatternto balance
theforcesdescribedabove.

The four patternswe presentfform a systemof patternsto structurehigherlevel end-to-end
protocolsin a way thatnew protocolscanbe constructedrom re-usablemodulesandtailored
easilyto the needsof anapplication. Theseprotocolsarerun within the applicationthat usesit
(in contraryto atypicalgenerapurposeprotocollike TCP, whichis partof theoperatiorsystem).

Notethatthemodelsandthe pseudo-codee describeduringthis paperarenot readyfor pro-
duction”prime time”. They sene to improve the understandabilityf the patternswve describe,
ratherthangiving guidancehow to concretelyimplementthem.

I11. A RELATED PATTERN — LAYERS

Thebestknown designpatternfor communicationprotocolsis the Layerspatterndescribedn
[3]. A layercommunicatesxclusively with its adjacentayersvia asimpleinterfaceto exchange
messagedn outputdirection,eachlayeraddsits datainformationto the currentmessagewhich
is usedandremoved by its remotepeerlayerin input direction. A layer normally comprisesa
setof relatedprotocolfunctions(like a transport-layeerrorcontrol, flow-control, congestion-
control).

Layeringis aneasyandwell-understoodlesignpatternthatlocalizesdependenciesf different
partsof a systemandallows to exchangeor re-usewhole building blocks. However, thereare
alsoanumberof problemsassociatedavith layering:

« streansynchronizationtayeredprotocolsdo notallow for quality of servicedifferentiationfor
differentstreamsThisis dueto thefactthatall stream=f layern aremultiplexedinto a single
streamatlayern — 1.

« heademverhead:this phenomenomrisessincedifferentlayersdo not shareheadelinforma-
tion (e.g. in TCR acknavledgementsiresharedby errorasfor flow-control; putting thesetwo
functionsin differentlayerswould resultin redundaninformationto be sent)

o processingoverhead:a messagés traveling eachlayer of a protocolstack. Whenthe layer
finds out that the messagés not meantfor it, it just forwardsit to its adjacentayer (chain-of
responsibilitypattern).Thisway, auselessnessagenaybe examinedseveraltimesbeforeit can
bethrown away.

» cascadesf changingbehaior: althoughlayersdependonly on neighbourayers, modifica-
tionsor changeof behaior of onelayermayinvolve thewhole stack. Thatis, layerscannotbe
consideredjenerallyindependentomponents.

Sinceefficiengy andusefulnessf layeredsystemslegradewith the numberof layers we con-
siderlayeringusefulonly asa coarse-grainedtructuringapproacho protocolimplementations.
However, tailoring applicationprotocolsrequiresfine-grainedmodularity The designpatterns
we describein this paper canthus be consideredas an alternative to the use of fine-grained
layeringor assolutionsto the problemof how to structurea coarse-grainethyeritself.



How to structure Protocol Software?
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Fig. 1. DesignPatternRelationships

In Figure 1, you can seea map that depictsthe relationshipsamongthe designpatternswe
describe. The mapalsoincludesthe Layerspatternto illustrate how layeringis relatedto the

designpatternsve will describe.

IV. PATTERN: OUTSOURCED DE-MULTIPLEXING

A. Contet

New distributedapplicationseedprotocolsthataretailoredto their communicatiorrequire-

ments.

B. Problem

Which architecturds best-suitedo allow protocolsto betailoredto the needsof its applica-
tion? How canflexibility andquality of servicecontrolof a protocolbe maximized?

C. Forces

« differentapplicationanustoftensharenetworkresources

« differentapplicationshave differentservicerequirementsesultingin differentprotocols
« multiplexing couplesstreamf differentprotocols

« de-multipling is performanceéntensie, but unavoidable



D. Solution

Integratea protocolsessiorinto a singleobject,which replaceghenotion of aprotocolstack,
anddelegateall de-multiplexing to alower layer.
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Fig. 2. Outsourcede-Multiplexing

Environment Instancef this classrepresenprotocol sessions An ervironmentreplaces
the notion of a protocolstackbut, in contraryto a protocolstack,it doesnot layer, but integrate
all protocolfunctions(including a state-machine)lt providesdemultipleing information, but
doesnotperformdemultipleing itself.

Anchor-Layer: Thiscomponentanbe consideredsa protocollayer, theonly taskof which
is de-multiplxing. It thereforemaintainsa list of all active ervironmentsandthe associated
de-multiple< information.

Thereare mainly two variantsto apply this pattern. Firstly, the anchoflayer canbe run in
userspaceandmaintainsobjectreference®f all active ervironments.In that case eachactive
ervironmentmustberegisteredwith its de-multiple< information. Theanchoflayerobtainsdata
from atransportserviceaccesgoint (like a UDP socket),looks in eachpacketanddecidesto
which ervironmentobjectthe packeis forwarded.This variantis necessarwhentheunderlying
transportprotocoldoesnot performde-multiplexing or whenseveral ervironmentswould share
onetransportserviceaccesgoint.

The secondvariantis baseduponlower layer de-multipling (e.g. TCR, UDP, IP). In this
case the kernelprotocolstackactsasanchorlayer, which de-multiplexesincomingdatato the
specifiedsockethasedntheportnumber Eachervironmentis associateavith its own transport
socketfrom whereit getsdirectlyits data.This variantis notonly simplersinceit avoidsimple-
mentingthe anchorlayer, but alsopromisesbetterlateny sincekernelprocessings prioritized
andhighly optimized.

E. Discussion

Besideghe adwantageof reducingcross-talkoetweerflows of differentapplicationsthis pat-
ternsimplifiesthe protocolto be implementedy putting compleity into theanchorayer The
patternthereforeis particularly useful and efficient when de-multipling is delegatedto the
operatingsystem.

As a drawbackthis patternincreaseshe useof logical resourcegi.e. sessiorstateobjects)



public class Anchor {
/** a dynamic list of all environments registered */
Vect or al | Regi st eredEnv=new Vector();
/** a dynamic list of all demultiplex infornmation of the environments */
Vect or al | Denux| nf os=new Vect or () ;

/** registration of a new environnment */
public synchroni zed voi d regi ster(Environment env) {
//check if de-multiplex information is unanbi gous
if (isOK(env.dermuxlnfo)) {
al | Regi st eredEnv. addEl ement (env) ;
al | Derrux! nf os. addEl ement (env. dermux| nf o) ;
}
}
/** deregistration an environment */
public synchroni zed voi d deregi ster(Environment env) {
int idx=all Regi steredEnv.indexX (env);
if (idx>=0) {//is the environnment to be renoved really registered?
al | Regi st er edEnv. r enoveEl erment At (i dx) ;
al | Derrux! nf os. renoveEl ement At (i dx) ;
}
}

/** arrival of data fromthe network */
public void netData(byte[] data) {
Envi ronnent target=denul tipl ex(data);
if (target!=null)
target. netData(data);
}

/** internal method to denultiplex data to the right environment */
private Environnent derul tiplex(byte[] data) {
for (int i=0; i<allRegisteredEnv.size(); i++) { //linear check - space for optimzation
Denux| nf o current Demux=( Derrux| nf o) al | Dermux! nf os. el ement At (i) ;
if (currentDenux. matchesWth(data))
return (Environnent)al | Regi steredEnv. el ement At (i);
}

return null;

/** checks if the demultiplex information is unanbi gous */
private bool ean i sOK(Dermuxlnfo di) {

.

Fig. 3. PseuddCodefor Anchor

comparedto a strictly layeredmodel, wherelower layer protocol sessionsare sharedamong
applications.

Whencross-tallbetweerflows of differentapplicationss necessarflike anintegratedcongestion-
managefor all flows of asystemhis patternmayrathercomplicatethensimplify the designof
thewholesystem.

F. KnownUses

Rocal4] modifieda TCP/IPstackwithin the Streamg5] ervironmentin theBSD Unix kernel
to concentratele-multiplexing justontop of thenetworkdrivers.Hedemonstrated performance
speed-upmoreflexibility andsimplicity comparedvith layeredde-multipleing.

Ritschg6] portedakernelTCP/IPimplementationnto userspacehatdelegatesde-multiplexing
to theunderlyingATM adaptetto allow bettercontrolover protocolprocessingo guarante¢he
QoSof thenetworkeddata.

Braun[7] implementeda userspaceversionof TCR, which lets de-multipling residein the



kernelto increasdlexibility withoutunnecessarilgompromisingoerformance.
The JChannelgrnvironment[8] implementsOutsoucedDe-Multiplexing to de-coupleappli-
cationprotocolsrunningin thesamelava Virtual Machine.

G. ResultingContext

The Outsouced De-Multiplexing patterndoesnot give a solutionto the problemhow and
by whoma new ervironmentinstances createdandhow the ervironmentis notified aboutthe
arrival of networkdata. Theseproblemsarerelatedratherto communication-systemesignthan
to protocoldesign.We thereforereferenceheinterestedeadelto asetof communicatiordesign
patternsdevelopedin the ACE ervironment[9] like Acceptor/Connectoor Reactor Whatwe
call Environmentwould bea ConceteServiceHandlen the Acceptor/Connectgpattern.

V. PATTERN: DATA PATH REIFICATION

A. Contet

While OutsoucedDe-Multiplexingreducesross-talkbetweerflows of differentprotocolses-
sionsandallows for application-specifiquality of service,it doesnot tacklethe problemhow
the protocolitself shouldbe structuredo beflexible, extensible,and configurableenoughto be
tailoredto theapplicationseeds.

B. Problem

How shouldcommunicatiorprotocolsoftwarebe structuredo allow for tailoring to the needs
of its applicationj.e. how canit beimplementedefficiently but beingopenfor extensions?

C. Forces

« applicationsexpectdifferentquality of servicedrom protocols

« applicationrequirementgvolve over time andnew servicesmustbeforeseerto beintegrated
later

« applicationshave high requirementsvith regardto latengy andthroughput

« the thread-modebf a protocolis a very importantdesignissuein termsof efficieney and
programmingcomfort; unfortunatelyonedoesnot alwaysknow which is the bestbeforeimple-
mentinga prototype(andthenit maybealot of work to change)

D. Solution

Cutaprotocolinto verticalslicesthatreify all data-pathshroughaprotocolstack.

OrderType: anordertype represents data-pattthrougha protocol,i.e. all operationsand
datamanipulationsiecessaryo process pieceof data.

Order: anorderis theruntimerepresentationf an ordertype,i.e. it performsthe execution
of a data-pathwith concretedata. The relationbetweenordertype and orderis similar to the
relationbetweercodeanda runningprogram.

Environment the ervironmentrepresents protocolsession(seeabove). It consistof a set
of ordertype objectsandprovidesinterfacedor incomingdata(eitherfrom the networkor the
application).Beforeanordercanbeexecutedjncomingdatamustbe mappedo theright order
type. While for applicationdatathis canbedoneeasilyby theapplicatiornitself (seepatternData
Path Classificatiorbelow), networkdatamustbe mappedo its ordertypebasedninformation
carriedby themessageThe ernvironmentdelggatesthis taskto a mappingobject(seebelow). It
theninitializesandexecuteghe createdbrderobjects.
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Mapping Strategy. amappingstrategy objectmaintaingeferenceso all possibleordertypes
andmapsnetworkdatato ordertypes. Typically, this is doneby assigninganidentifierto each
orderandby looking for this identifierin eachpacket.If only oneordertypeis supportedthe
mappingstratgy simply needgo returnthis ordertype.

E. Dynamics

Datacomingfrom thenetworkis givento theervironmentvia Envi r onnent . net Dat a() .
TheervironmentthendetermineshecorrespondingrdertypeobjectviaMappi ngSt r at egy. map() .
It creates@new orderobjectviaCr der Type. cr eat eOr der () andexecutest viaOr der . execut e() .
For applicationdatatheapplicationcandirectly determingheorderto be executedwvhencalling
Envi ronnent . appDat a() andhencenomappingvia the mapping-stratgy is needed.

F. Discussion

Data Path Reificationallows for highly efficient protocolimplementationsinceit supports
andintegratesa setof high-performanc@rotocolimplementatiortechniquedike ILP [10], fast-
pathprocessingdiscardof unnecessaryork, or by-passingf needles$unctions.

It furthermoremakesthe dynamicsof a protocolvisible andthusallows to easilyandflexibly
mapordersto threadsto associateriorities,andto optimizescheduling Eachordertype could
implementits own thread couldusethreaddrom thread-poolspr delegateprocessingo asingle
systemthread.

New servicexanbeaddedn form of new orderswhich do notinterferewith alreadyexisting
serviceswhich makesprotocolshighly extensible flexible andallows for differentQoSwithin
oneprotocolsession.

However, Data Path Reificationdoesnot inherentlysupportmodularity and re-usability of
protocolcomponentsparticularlylayeringof completeprotocolsis ratherdifficult.

Furthermoredifficultiesmay arisewhena protocolto beimplementeds exposedto compat-
ibility constraintghat do not matchvery well with the vertical structure(e.g. TCP consistsof
se/eraldatapaths but asinglemessagéeader).

G. KnownUses

A datapathis afundamentahndnaturalabstractiorandusedn mary differentcontexts. Busi-
nessorganizationsarestructuredalongwork-flows, plansarestructuredalongrelatedactiities,



public class Environnent {
/** the denultiplex informati on of the environnent */
Denmux| nf o deruxl nf o;
/** the mapping strategy */
Mappi ngSt rat egy napStrat;
/** array of order-types */
Order Type[] nyOrder Type;

/** parses and processes data fromthe network */
public void netData(byte[] data) {
Order Type current Order Type=napStrat. map(data);
if (currentOderType! =null) {
Order newOr der =current O der Type. creat eOrder (dat a) ;
newQr der . execute();
}
}

/** parses and processes data fromthe application */
public void appData(OrderType ot, bject[] data) {
Order newOr der=ot. createCOrder(data);
newQr der . execute();

}
L

public interface Mappi ngStrategy {
O der Type nap();
}

public class SinpleMappi ng i npl ements Mappi ngStrat egy {
[** array of all order-types */
private OrderType[] all OrderTypes;

/** maps data to an order by inspecting the first byte of the data */
public O derType map(byte[] data) {
return all Order Types[data[0]];
}
}

Fig. 5. PseuddCodefor EnvironmentandMappingStratey

the TV programis structuredn channelswith differentemissions.In the context of computer
systemsthe ideaof groupingrelatedtasksthat shareresourcexomesin variousshapes.The
conceptof concurreng [11], [12], which is appliedin all modernoperatingsystemge.g. BSD

UNIX [13]), abstractghe executionof applicationsasprocessesThethreadconcepi?], [14],

[15] allows to structureapplicationprocesseslongrelatedtasks. Modernlanguagedike Java
[16] giveexplicit languagesupportor threadsandconcurreng issuego enhancéheproductvity

of development.

The Scoutoperatingsystem[17] is built aroundthe notion of a path asa fundamentaktruc-
turing technique. Main motivation were efficiengy concernsandthe integrationof several OS
mechanismto a unifiedinfrastructure.

Most TCP versionsuseatechniguecalledheadeprediction[18] to mapincomingdatato the
mostcommondatapathlike payload-processingr acknaviedgment-processinghesesocalled
fastpathshave beenoptimizedto speedup performance.

IntegratedLayer Processindfirst mentionedn [10]) promotesthe integrationof inter-layer
datamanipulationgo reduceCPU cycles dueto lessdatatouching,moreregistercachingand
reducedoops.An implementatiorof this techniquehasbeendonein [19].



H. Relatedpatterns

The relation of ordertype and order follows the Type-Objectpattern[20]. We useit here
insteadof the prototypepatternto separatestaticanddynamicproperties.

Data Path Reificationcanbe considereda refinemenof OutsoucedDe-Multiplexing: while
thelatterpromotegheisolationof datastream®f differentprotocolsessiongheformerassures
isolationof datastreamswithin a protocolsession.

Ordersmay beimplementedollowing the Active-Objecpattern[21]. Thatis, the Orderiype
object maintainsa queueto storerequestdor new ordersand a single Order object, andim-
plementsa thread,which readsrequestgrom the queue givesthe datato its orderobject,and
triggersexecution.

I. ResultingContext

To reducethe networkload, the packetsproducedby differentordersmay be collectedand
sentinto a singlepacket.This patternhasbeenidentifiedanddescribedn [22]. An exampleare
RTP compoundhacketq23].

VI. PATTERN: DATA PATH PARTITIONING

A. Contet

While Data Path Reificationvertically structuresprotocolsand makesthem extensiblefor
new serviceswholeordersarehardlyre-usablendchanginghemwould still requireexpensve
modifications.

B. Problem

How to maximizedecouplingof variableprotocolcomponentsuchasprotocolprocessingind
datarepresentationwhile providing afine-grainedstructureatthesametiimeto assurdlexibility?

C. Forces

« performancendefficiengy mustbe carefully tradedoff: fine-grainedstructuringis necessary
to beflexible but mayresultin overhead

« implementingnew protocolsrequiresalot of testing,experimentingandruntimemodification
« themessagdeademaybeobjectof changetoo

« protocolfunctionsareheterogeneoushey reachfrom simple data-manipulationgp to com-
plex interactionswith otherfunctions

« re-usabilityrequiresindependeninodules;but protocolfunctionsoftenlargely dependn pa-
rametergrovidedby otherprotocolfunctions

o messageprocessingmay resultin producingand processingnen messagegwhich thread
shoulddothat?)

D. Solution

Partition data-pathinto adata-representatigrartandafunctional-part Both partsaredivided
in small,configurablecomponentsThe datapartencapsulatpropertief messagbdeadersthe
functionalpartis horizontallyslicedinto elementaryperations.

Entry-Type: encapsulatea headeffield type (e.g.a sequence-numbea checksum-alue,or
atime-stamp) Entry typesareusedto createEntry objects;.e. theruntimerepresentatioof an
EntryType object(seebelow). An EntryType canbe configuredinitializableand/orvisible. All
runtimeentriesof initializable entry-typesarefilled with datafrom eitherapplicationor network



10

beforeprocessing All runtime entriesof visible entry-typesaredeliveredto the applicationor
sentvia the networkafter processing.

Entry: is the runtime-representatioof anentry-type.It providesmethodgo parseraw data
andtransformit into typedvariablequsedwhenthecorrespondingntry-typeis initializable)and
methodgo transformtypedvariablednto anbytearray(usedwhenthe correspondingntry-type
is visible).

Worker: encapsulatea protocoloperation(e.g. sequencingchecksumminground-trip-time
measurement)n contraryto alayer, aworkerencapsulatesitheranoutputor aninputfunction.
Anotherdifferencewith alayeris thataworkerdoesnotoperateon completemessagedut only
onentryobjects.Hence,jt doesnot have ary knowledgeaboutthe messagéormatanddoesnot
needto performary parsingor messagenanipulations.

Order-Type: reifiesadatapathof a protocolby registeringall functionalstepgsetof worker
objects),the dataheaderformat (setof entry-typeobjects),andthe relationbetweenboth (i.e.
which entry-typesenesasa parametefor which worker). It providesa methodto createnew
orderobjects.

Order: anorderobjectdelegategparsingto its entryobjectsandthencallsall its workerswith
their specifiedparameteentries.

E. Dynamics

We distinguishthree phasesn the dynamicsof this pattern. In the registration phasethe
applicationregistersall workersand entry-typesat the correspondingordertype objectsvia
O der Type. regi st er () andconfiguregshem.This phaseaepresentthe protocolconstruc-
tion.

In theinitialization phase the protocolervironmenthasdeterminech specialordertype ob-
jectfor a pieceof dataandcreatesa new orderobjectvia Or der Type. creat eOrder (). It
theninitializes the orderobjectwith the pieceof datacallingOrder.initialize(). The
orderobjectcreatesiew entry objectsusingEnt r yType. cr eat e() andgivesthedatato all
thoseentry objectsthatareinitializableviaEntry. fi | | (). Eachentryobjectthentakesout
andrepresentthedatathatis meantfor it.

In theexecutionphase theprotocolervironmentcallstheOr der . execut e() method.The
orderobjectcallsall its workerswith their correspondingntry-objecviaWor ker . cal | (). A
workermayobtainandmanipulateheentryobjectsviaEnt ry. get Val ue() andEntry. set Val ue() .
After processingall entriesconfiguredvisible aresentor delivered.

F. Knownuses

In the context of businesgprocessege.g. a client ordersan article by telephone)a worker
correspondso a certaintask(e.g.talkingwith theclient, fetchingthearticlefrom the store pack
the article, preparingthe bill, sendingthe article) andentriescorrespondo informationneeded
during executionof the tasks(e.g. client number name,addressarticle number etc.). In the
contet of operatingsystemsa worker entity corresponds$o a task, an entry correspondso a
resource.

Therelationbetweenvorkerandentry-typealsocorrespondso the relationbetweerthe fun-
damentahbstraction®f function orientedianguage$unctionandparametertype Both usepa-
rameterizationto provide re-useandshareinformationwith otherworkers/functionsA worker
therebyreifiesafunction,anentryreifiesa parameterTheideais the same:decouplea function
from its context andthusimprove its re-usability

Dividing protocolsin small functionalunits hasfirst beenproposedjmplementedandeval-
uatedby [24] basedon TCP/IP Theresultis a systemthat breaksup layersand structuresa
protocolstackinto a high numberof fine-grainedoartly re-usablemicro-protocolghatarecon-
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public class OderType {
/** dynamic |ist of workers */
Vect or wor ker Li st =new Vector();
/** dynamic |list of entries */
Vector entryTypelLi st =new Vector();
/** array of entry-types */
Vect or paranet er Li st =new Vector();

/** registration of workers and entry types */
public void register(Wrker w, EntryType e) {
i nt workerl ndex=workerLi st.indexCf (w);
if (workerlndex==-1) {//worker not yet registered
wor ker Li st . addEl enent (w) ;
par anet er Li st. addEl enent (new Vector());
wor ker | ndex=wor ker Li st . si ze();

}

int entryl ndex=entryList.indexCf(e);

if (entrylndex==-1) {//entry-type not yet registered
entryTypeli st. addEl ement (e) ;
entryl ndex=entryTypeli st. size();

}

((Vector)paraneterlList.elenentAt(i)).addEl enent (new | nt eger (worker | ndex));

/** creation of new orders using byte arrays */
public Order createOrder(byte[] data) {

Order newOr der=new Order ();

newQr der . wor ker Li st =wor ker Li st ;

newOr der . ent ryTypeli st =ent ryTypeli st;

newQr der . par anet er Li st =par anmet er Li st ;

newOrder.initialize(data);

return newQr der;

}

/** creation of new orders using objects */
public Order createOrder(Cbject[] data) {
Order newOr der=new Order();
newQr der . wor ker Li st =wor ker Li st ;
newOr der . ent ryTypeli st =ent ryTypeli st;
newQr der . par anet er Li st =par anmet er Li st ;
newOrder.initialize(data);
return newCQr der;

Fig. 6. PseuddCodefor OrderType

nectedvia so calledvirtual protocolsthat encapsulatéF functions. Micro-protocolsare very
similar to workers.

Plagemanrtal. [25] allow flexible compositionof protocolmodulesby providing themwith
metainformation aboutthe relevant fields and their positionin the dataheader This ideais
similar to entriesandhasbeenimplementedn the DaCaPdramework.

RenessdevelopedaProtocolAcceleratof26] thatignoredayerboundarieso let layersshare
messagheadedata.

G. RelatedPatterns

Data Path Partitioning is tightly coupledto Data Path Reificationandintentsto solve the
problemsof vertical structuring.However, it maybeappliedalsoto simplelayeredstacks.
Like OrderypeandOrder alsoEntryTypeandEntry follow the Type-Objectpatternto sepa-
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public class Oder {
/** list with all workers (obtained by O derType object) */
Vect or wor ker Li st;
/** list with all entry-types (obtained by O derType object) */
Vector entryTypeli st;
/** list with all paraneter relations (obtained by OderType object) */
Vect or paranet erLi st;
/** list with all entries */
Vector entryli st=new Vector();

/** creates new entry objects and fills themwith a byte array */
public void initialize(byte[] data) {
int startByte=0;
for (int i=0; i<entryTypelist.size(); i++) {
EntryType et =(EntryType)entryTypelList. el ement At (i);
Entry newEntry=et.createEntry();
entryLi st. addEl ement (newEntry);
startBytet+=newkEntry.fill (startByte, data);
}
}
/** creates new entry objects and fills themw th an object */
public initialize(Object[] data) {
int counter=0;
for (int i=0; i<entryTypelList.size(); i++) {
EntryType et =(EntryType)entryTypelList. el ement At (i);
Entry newEntry=et.createEntry();
entryLi st. addEl ement (newEntry);
if (newentry.initializabl e==true)
newEnt ry. set Val ue(dat a[ count er ++] ) ;

}

/** calls all workers with their correspondi ng paranmeter entry objects */
public execute() {
for (int i=0; i<workerList.size(); i++) {
Wor ker current Wor ker =(\Wor ker ) wor ker Li st . el ement At (i) ;
Vect or par anPer Wr ker =(Vect or) paranet erLi st. el enent At (i);
Entry[] paranEntri es=new Entry[ paranPer Wor ker . si ze()];
//build paraneters
for (int j=0; i<paraneters.size(); i++) {
int idx=((Integer)paraneterlList.elementAt(j)).intValue();
paranEntries[j]=(Entry)entryList. el ement At (idx);
}

current Worker. call (paranEntries);

Fig. 7. PseuddCodefor Order

ratestaticanddynamicdimension®f headeffields.

A workeris similarto acommandn the Commandgattern[27]. Environmentscanbe consid-
eredasmanager$érom the Managerpattern[28].

ThepatternConfiguable Systenj29] describesanoverall architecturghatcorrespondso the
way we proposeto implementprotocol systems. Data Path Partitioning can be considereca
way to designconfigurabilityfor Configuiable Systemin the particularareaof protocolsystem
design.

Thedata-flav architecturgpattern[30] alsopromotedividing dataprocessingnto functional
stepsput doesnottacklethe problemof how differentmodulescansharethe samedata.
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public abstract class EntryType {
/** indicates if entry-type is used for initialization */
bool ean initializable;
/** indicates if entry-type is used by application/network */
bool ean vi si bl e;
/** creation of a newentry */
Entry createEntry();

}

public abstract class Entry {
/** indicates if entry-type is used for initialization */
bool ean initializable;
/** indicates if entry-type is used by application/network */
bool ean vi si bl e;
/** byte-array representation */
byte[] nyData;
/** object representation */
Obj ect nyj ect ;

/** take bytes froman array and represent themas an object */
int fill(int start, byte[] data);
/** transformthe object into an byte-array */
byte[] serialize();
/** allows to access the object */
voi d set Val ue(bj ect 0) {nyQnhject=o0;}
Obj ect getVal ue() {return nyQbject;}
}

public class IntegerEntryType extends EntryType {
/** indicates how many bytes are used to represent an integer */
int nrBytes;

/** creates a new IntegerEntry and initializes it */
public Entry createEntry() {
IntegerEntry neweEntry=new | ntegerEntry();
newentry.initializable=initializable;
newent ry. vi si bl e=vi si bl e;
newEnt ry. nr Byt es=nr Byt es;
return newentry,
}
}

public class IntegerEntry extends Entry {
/** indicates how many bytes are used to represent an integer */
int nrBytes;

/** takes bytes froman array and represents themas an | nteger */
public fill(int s, byte[] data) {
if (initializable==false)
return O;
//copy 'nrBytes’ bytes into the array 'nyData’
System arraycopy(data, s, nyDat a, 0, nr Byt es) ;
/ltransformthe 'nrBytes’ bytes starting at position 's’ into an |nteger
...//byte[] data -> nject nmyObject
return nrBytes; //return the nunber of bytes "taken"

}

/** transfornms the Integer into an byte array of |length 'nrBytes’
public byte[] serialize() {
if (visible==false)
return new byte[0];
//transformthe object of nmyChject into an byte-array
byte[] data=...//Cbject nmyQoject -> byte[]
return data;

}

Fig. 8. PseuddCodefor anEntry/EntryTypeimplementation
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Fig.9. DataPathPartitioning

H. Discussion

Data Path Partitioning ensuresautonomyandthus re-usabilityof entry andworker compo-
nents. It de-couplegrotocolfunctions,messaggarsingfrom messagerocessingandinput-
from outputprocessing.

In contraryto thelayeredmodel,protocolfunctionscansharedataeasily

At the otherhand,this patternalsointroducesa processingverheaddueto modularization
andcommunicatioramongthe variouscomponentsA large numberof objectsalsoincreasehe
memoryfootprintof fine-grainedstructuredprotocolsystemsFlexibility andefficiengy mustbe
carefullytraded-of whenapplyingData-Path Partitioning.

I. Resultingcontext

While DataPath Partitioning provideshigh autonomyandfine-granularityof theparticipating
protocolcomponentalongthedata-pathit doesnot provide any solutionfor thecommunication
of workersthatbelongto differentorders.The problemof communicatiorbetweerautonomous
componenis not specificto protocolimplementationandis addressednainly in the context
of component-baseprogramming. Oneway to let workerscommunicatecontrol-information
would be to usethe obserer pattern[27]. The communicatiorprotocolis therebydefinedby
eventtypes.Componenbuildertoolscouldgeneratevent-adapterto provide full independence
of componentsEskelin[31] proposes usefulsetof componeninteractionpatterns.

Experimentsvith a component-baseprotocol framevork [32] shoved us that relationsbe-
tweenthe variouscomponentén the Data Path Partitioning patterncanbe classifiedinto three
groups:in notification-relationswhereoneworkernotifiesanotheroneabouta certainevent, in
shaed-value-elationswhereoneworkeris writing to a statethatis readby anothemworker, and
in new-order-relationswhereoneworkersignalsthe requesbf anew orderto beexecuted.Here
may be potentialof identifying protocolcomponentinteractionpatterns.

Anothersubjectnot addressetty the Data Path Partitioning patternis how to integratemod-
ulesin the ervironmentthatarenotin adatapath,e.g. periodicaltableupdatestimers,manage-
mentfunctions.
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VII. PATTERN: DATA PATH CLASSIFICATION

A. Contet

While thethreepresenteghatternsaassurextensibility, re-usability andflexibility of protocol
componentghey arenotconcerneébouthow theprotocolinteractswvith theunderlyingnetwork
andtheapplicationthatusesit.

B. Problem

How shoulda protocolinteractwith the underlyingnetworkandthe applicationwithout ary
knowledgeaboutapplicationor networksemanticsMHow canthisbedoneaccordingo avertical
structure?

C. Forces

« theflexibility of a protocolfrom the perspectie of the applicationis mainly determinedy its
interfaces

« therearemary differentwaysapplicationanay like to communicatavith a protocol

« networkinterfacesaregenerallycomplicatedandplatformdependent

D. Solution

Classifyordersaccordingto their interactionwith applicationand networkby extendingthe
Orderlype andthe Orderclassandprovide eachandprovide eachclassifiedordertype with an
interfaceobjectandthe needednformationto interactwith application/netwtk.

OrderType Direction | Interface Attrib utes

class

Acceptance Output FromApplication | Write AccessPointfor theapplication

Delivery Input To Application ReadAccessPointfor theapplication

Emission Output To Network OutputPortNumber

Reception Input FromNetwork MappingInformation,Input PortNumber
TABLE |

CLASSIFIED ORDERS

Acceptance(/-Ype). areordersthatstartprocessingfteranapplicationrequest.

Emission(/-Type). areordersthatsenddatavia the networkafter processingEachEmission-
Typeobjecthencemaintainsareferenceo a networkhandle(SAR seebelow), whichit givesto
all its createdEmissionobjectsfor sending.

Delivery(/-Type). areordersarewhich deliver datato the applicationafter processingEach
DeliveryType objecthencemaintainsa referenceio an applicationinterface(ReadAPI,seebe-
low), whichit givesto all its createdelivery objects.

Reception(/-Type). areordersthatstartprocessingiponreceptionof datafrom the network.
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SAP: wrapperto a network resourcehandle(e.g. TCP-SocketDatagram-Socketio hide
network specificsfrom the protocol. Eachemission-typespecifieson which SAP numberit
sends.

WriteAPI : definesa write interfacefor the application. A protocolcontainsasmary write-
APIs asacceptance-type€achWriteAPI objectmaintainsa referenceo an Acceptanceype
object. Whenthe applicationwantsto insertdatainto the protocol, it givesit to the wished
WriteAPI andthusautomaticallyspecifiegshe acceptancerderto be processed.

ReadAPI: definesareadinterfacefor the application.EachDeliveryType objectmaintainsa
referencao a ReadAPIobjectandgivesit to its Delivery objectswhich call the ReadAPIhook
methodto deliverits processedata.

Notethatthedifferenttypesof ordersmaybecombined:anordermaybeaccepte@ndemitted
(outputorder)or receved anddelivered(input order). Ordersthatdo not interfacewith applica-
tion or networkarecalledinternal orders; thosearecreateduringtheexecutionof otherorders.
An overview of the classificatiorof orderscanbe seenin Tablel.

OrderType

=,
createOrder|
Bereateorderty
—
| \\
~_

AcceptanceType DeliveryType EmissionType ReceptionType
T [ ”“‘
|
3 ’createorder() | ‘createorderg ScreateOrder| ‘: ScreateOrder|
i +notifies | 1 i ! +notifies | 1.
i i !
I; § y SAIl:‘ i
i N ReadAP| 1
| Wit aE] ! | Environent
| Bl Femi
@, deliver() emit() !
accept() i FreadFrom( Sreceive() ! :appData()
I +notifies | 1 Sclose() ! netData()
i +notifies |1
| | i
i Acceptance ! Delivery Emission i Reception
b Lo s——— e ]
Fexecute() Sexecute| Fexecute| 1 ®execute()
~_ _—
~~ _—
A Order fdg

’execute

Fig. 10. Classdiagramof DataPath Classification

E. Dynamics

Accept: Theapplicationgivesdatato oneof its WriteAPI objectsby callingW i t eAPI . accept ().
The WriteAPI objectcallsthe Accept anceType. cr eat eOr der () of its Acceptanceyipe
objectto createa new Acceptanceobjectandexecutest calling Accept ance. execut e() .
As avariant,the WriteAPI could delegateacceptance-requedtsthe ervironmentinsteadof cre-
atingandexecutinganemissiororderdtself. Thiswouldhavetheadwantageghattheenvironment
senesasa centralinstancehatcontrolsall orderrequestandexecutions.

Deliver: Deliveryordersarecreatecandexecuteckeitheruponthereceptiorof networkdataor
by anotheorder TheDeliveryTypeobjectsgive all theDeliveryobjectsthey createareferenceo
a ReadAPIobject. Within theDel i very. execut e() methodtheReadAPI . del i ver ()
methodis calledto handout the processediata,whereit is eitherwritten to a queueor better
directly usedby theapplication.

Receive:Theenvironmentreceivesdatafrom the network,mapsit to theright Receptionype
object, createsa new Receptionobjectvia Recepti onType. creat eOr der () andstarts
processingia Recept i on. execut e() .

Emit: Emissionordersare createdand executedeither upon the acceptancef application
dataor by anotherorder The Emission¥ype objectsgive all the Emissionobjectsthey create
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public interface WiteAPl {
voi d accept (byte[] data);

}

public class StandardWiteAPl inplenments WiteAPl {
/** order-type associated with this interface */
Or der Type nmyOr der Type;
[ ** environment */
Envi ronnent rnuyEnv;

/** constructor */
public void Standardlnterface(COrderType o, Environnent e) {
myOr der Type=o;
nyEnv=e,
}
/** gives the accept-request to the environment specifying the order-type */
voi d accept (Cbject[] data) {
myEnv. accept (nmyOr der Type, dat a) ;
}

}

public interface ReadAPl {
void deliver(byte[] data);
}

public class Queui ngReadAPI {
/** a queue storing all delivered data chunks */
private Vector queue=new Vector();

/** called by the executing delivery-order */
public void deliver(Object[] data) {
queue. addEl enent (dat a) ;

}

/** method to read data fromthe queue */
public Object[] readFrom() {
Obj ect[] o=(Cbject[])queue.firstEl ement();
queue. r enoveEl enent At (0) ;
return o;

}

Fig. 11. PseuddCodefor thelnterfaces

areferencao a SAP object. Within the Emi ssi on. execute() methodthe SAP. emi t ()
methodis called,whichthensendthedatato the network.

F. KnownUses

Nearlyall protocolframevorksfollow thenotionof inputandoutputdirectionandthe classifi-
cationof protocolinterfacesevenwhenthe concretenamesarevery different. Eachlayerwithin
the X-Kernel[33] providesthe methods<Push® (emit), xPushFom (receve), xPopTo (deliver)
andxPopFrom (accept).

Streamg5] usegthe notionsuserwrite (accept) userread(deliver), device out (emit), device
in (receve).

Hni [34] equipseachof his conduitswith two bi-directionalinterfaces.
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public class Delivery extends O der {
/** reference to a read api */
ReadAPl nyReadAPI ;
/** nunber of entry-types that are configured visible */
int nrDeliveryEntries;

/** after execution the data is given to the read-APl */
public void execute() {
super . execute();
Obj ect[] delivery=new oj ect[nrDeliveryEntries];
for (int i=0; i<delivery.length; i++) {
delivery[i]=((Entry)entryList.elementAt(i)).getValue();

}
myReadAPI . del i ver (delivery);
}
}

public class Em ssion extends O der {
/** reference to the SAP */
SAP nySAP;
/** nunber of entry-types that are configured visible */
int nrEm ssionEntries;

/** after execution the data is transformed into an byte array and sent */
public void execute() {
super . execute();
byte[] em ssion=new byte[];
for (int i=0; i<nrDeliveryEntries) {
byte[] toAdd=((Entry)entryList.elenentAt(i)).serialize();
em ssi on=Byt eArithnetic. append(em ssion, toAdd);//hel per class to append

}
my SAP. send( emi ssi on) ;

Fig. 12. PseuddCodefor DeliveryandEmission

G. RelatedPatterns

Thispatternuseghewell known Adapterpatternto de-couplaheunderlyingnetworkresource
handle(SAP) from the protocol,the Obserer patternto allow the applicationinterfacesto be
notified aboutnew data,andthe Bridge pattern(all in [27]) to achieve flexibility by separating
interfaceandimplementationi.e. Write/ReadAPlsandAcceptanceype/DelveryType.

VIIl. SUMMARY

We presenteda systemof architecturalpatternsthat allow to maximize flexibility and re-
usabilityof applicationtailoredend-to-engrotocols.Themainideabehindis to introduceverti-
cal structuringinsteadof fine-grainedayering.All patterndhave successfullypeenimplemented
in aJavaframework [32]. Figurel5illustratesthe completearchitecture.

We shortlyresumehow the goalsabove areachieved:

« Thestreamf differentprotocolsessionsredecoupledOutsoucedDe-Multiplexing)

« A protocolcanbe extendedby new serviceswithout interferingwith existing servicegData

Path Reification)

« A functionalunit doesnotneedto know aboutwhatneedo bedonenext (DataPath Reification
andOutsoucedDe-multipleing)

« A functionalunitdoesnotneedary informationaboutwherein themessagés relevantheader
informationcanbefound(Data-Path Partitioning)

« Headerepresentationnits canbere-usedn ary contet andareextremelyre-usablgData-

Path Partitioning)
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« A functionalunit doesnot needto know whereinput informationcomesfrom, whereoutput
informationgoesto, who is handlingthe eventshe fires, who fired the eventshe is notified of,
andwhichkind of orderhecreatesandwhatis happeningvith thisorder(Componentnteraction
Patterns)
« Theprotocoldoesnot needto know anything aboutthe underlyingnetworkor the application
thatusest (Data Path Classificatior)

While the describedpatternsystemfocuseson the designof applicationtailored protocols,
they may alsobe considerecasaway to structureary protocollayer It shouldbe seenmorea
complementaryatherthananalternatve concepto layering.
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